CHAPTER 13
SECURITY OF CLASSIFIED MATERIAL

GENERAL.

Thi s chapter supplenents the USDA Regul ati ons for

Cl assification, Declassification, and Safeguardi ng
Classified Informati on which govern the classification,

decl assification, and safeguarding of classified records in
the Departnent. A copy of these Regulations is provided to
each enpl oyee having security clearance. Al Agency

enpl oyees have the responsibility for conplying with these
instructions and the USDA Regul ati ons concerned with
security matters.

Categories of Classified Information.

Oficial information which requires protection in the
interest of national defense will be |[imted to three
categories of classification. These classifications, in
descendi ng order of inportance, consist of TOP SECRET,
SECRET, and CONFI DENTIAL. No other marking will be used to
classify defense information, including mlitary

i nformati on, except as provided by statute.

Restrictions on Access to Classified |Information.

The possession or know edge of classified information wll
be confined to persons whose specific official duties
require such information and who have security clearance to
the level of the material. A person is not authorized to
gai n know edge of classified information by virtue of

hi s/ her grade or position.

Desi gnation of Agency Classified Material Control Oficer
(ACMCO) .

Director, APH S Busi ness Services, is the ACMCO
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Responsibility.

(a)

(b)

The ACMCO i s responsible to the Adm nistrator for:

(1)

(2)

(3)

(4)

(5)

(6)

(7)

All

Havi ng adequate facilities, procedures, and
controls for safeguarding classified information
comng within the custody or control of the
Agency.

Conducting progranms, or orientation and training,
on the USDA Regul ations for C assification,

Decl assi fication, and Safeguarding C assified

| nf or mati on.

Mai ntaining liaison with officials having records
security responsibilities in the Departnent and
ot her Federal agenci es.

Controlling the acquisition and transfer of
equi pnent and | ocki ng devi ces used to house
classified records.

Mai ntai ning a current record of:

a. Al'l equi pnment used to house classified
records (including conbinations).

b. The nanmes, hone addresses, and tel ephone
nunber of all persons who have the
conbination to safes and files.

C. The date each conbi nati on was | ast changed.

Mai ntaining a current listing of all Agency
enpl oyees who have been granted security cl earance
and the degree of such cl earance.

Certifying the adequacy of facilities for storage
of classified material and current personnel
security cl earance, as requested.

enpl oyees having a security cl earance, and havi ng

access to or know edge of classified information, wll:

(1)

Acquai nt thensel ves with and adhere to the USDA
Regul ations for C assification and Saf eguardi ng
Classified Information as well|l as those of other
agenci es where required.
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(2) Safeguard classified material comng into their
possessi on or of which they have know edge.

(3) Make certain of the degree of clearance held by
any person whet her working in this Agency, another
agency of the Departnent, another Federal agency,
or anyone outside the Governnent, before
di scussing security classified matters.

Classified material or information will not be
revealed in a tel ephone conversation, or discussed
in public places, or any place within the hearing
of an unaut hori zed person.

Audit Responsibilities and Assi stance Avail abl e.

The ACMCO wi || audit Agency records security functions. The
ACMCO, or menbers of his/her staff, wll nmake this audit
whi | e maki ng records managenent reviews. Questions should
be sent to the Agency Cassified Material Control Oficer,
Director, APH S Busi ness Services.

Copi es of Departnental Manual - d assification,

Decl assification, and Safeguarding Information, DM 3440-1,
may be requested on CFPDC-1, Request for Fornms and
Publ i cati ons.
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